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Adding value to your VMware environment. Today, performing periodic backup alone is not good enough to meet 

demanding recovery time and recovery point objectives. When systems go down, your employees sit idle—which 

affects all parts of the business and even employee morale. How long does it take you to recover your business critical 

systems, applications and data after an outage? How much data and information is lost while systems are down? With 

so much dependence on email, you might even lose your primary communication vehicle.

The VMware vSphere/ESX server virtualization platform offers availability and disaster recovery (DR) through various 

solutions. These include VMware vSphere High Availability that offers automatic application restart after a hardware or 

operating system failure; VMware vSphere Fault Tolerance, which uses high-availability hardware clustering; VMware 

App HA which detects application failures; and VMware vCenter Site Recovery Manager which utilizes VMware vSphere 

Replication and failover as well as third-party Internet small computer system interface (iSCSI) and Fibre Channel 

(typically; and storage area network (SAN)) storage solutions for replication and failover. So as you can see, while 

VMware does offer a variety of solutions, deploying and managing 3 or 4 separate technologies makes your virtualized 

IT environment even more complex. And then what about physical servers or other virtualization platforms like 

Hyper-V that you may be using? Those would require additional solutions.

VMware System, Application 
and Data Availability With
Arcserve® High Availability

What is Arcserve High Availability?

Arcserve High Availability is software that provides continuous system, application and data protection and availability for 

Windows, Linux and UNIX on both virtual and physical servers without the need for a clustering architecture. Arcserve 

High Availability automatically synchronizes your Production VM(s) with Replica VM(s), typically on a separate host, which 

will be used for failover after a host, VM or application outage. The Replica VM can reside on a local host on the LAN or 

a remote host across the WAN. Arcserve High Availability can be used to even failover directly to Amazon Web Services 

Elastic Cloud Compute (AWS/EC2) public cloud using Full System Protection feature that replicates an entire Windows-

based VM system (operating system, system state, application and data) to an offline VM (virtual appliance).

After the initial synchronization, it performs real-time, continuous byte-level asynchronous replication between 

Production VMs and Replica VMs to keep systems, applications and data at the same level. Arcserve High Availability 

performs real-time server and application monitoring and offers both automatic and push-button failover for continuous 
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application and data availability along with push-button failback. Arcserve High Availability includes application-aware 

replication and failover for Microsoft Exchange, SQL Server, SharePoint, Internet Information Services (IIS) and Microsoft 

Dynamics CRM as well as Oracle and BlackBerry Enterprise Server, providing auto-discovery for fast deployment and 

transactional integrity during replication and failover. You can protect other Windows applications by using the Custom 

Application Protection wizard or by creating a simple script. In addition, you can protect Linux and UNIX applications by 

creating a simple script. It should be noted that replication actually occurs during the initial synchronization and is spooled 

on the Replica server and applied once synchronization is completed.

If you use Full System Protection, it provides hardware-independent Bare Metal Recovery to rebuild the production VM 

and then resynchronize with the failover VM to recover the production environment—all while end-users continue to use 

the failover VM. This approach protects your VM system, application and data—all with a single solution.

How does Arcserve High Availability add value to VMware?

Most organizations like to have options. Arcserve High Availability gives organizations the flexibility to protect both their 

physical and virtual server environments, no matter which virtualization platform they use, with a single, integrated 

solution from one vendor. Arcserve High Availability protects the applications and data running in each virtual machine 

on the VMware ESX or VMware vSphere server. It also protects VMware vCenter Server through replication and 

automated failover for high availability. In addition, Arcserve High Availability is a hardware-independent solution, so 

organizations can use any server and storage device at both production and DR sites, which may help to reduce the 

total cost of ownership (TCO).

Key Differentiators

Arcserve High Availability offers key differentiators when you compare it to high-availability solutions from 
VMware.

• VMware Fault Tolerance requires clustering architecture and VMware vCenter Site Recovery Manager (SRM) requires 

a shared storage infrastructure for the DR site and the production environment. The production environment also 

requires shared, centralized storage, which is often connected to the SAN or iSCSI storage. All of these can be costly 

solutions.

• Arcserve High Availability, enables implementation of a comprehensive data protection solution by using cost-

effective hardware and storage for the Replica

• servers. In this way, IT can avoid the need for expensive hardware clustering or shared storage infrastructure as a 

prerequisite. But of course, Arcserve High Availability can protect data on network attached storage (NAS) and SAN, 

too.

• With VMware vCenter Server SRM, monitoring of the virtual machines is performed at the ESX/Virtual Center level 

and only detects problems with the Virtual Machine operating system. When running a critical application such as 

Microsoft Exchange, SQL Server, SharePoint, Microsoft Dynamics CRM, IIS, Oracle or BlackBerry, if the application fails, 

VMware SRM or Clustering would not detect a specific application or application service failure and therefore would 

not automatically fail over. To address this challenge, VMware now also offers VMware App HA.

• Arcserve High Availability provides in-depth monitoring of the applications running on the VMs. It alerts IT to an 

application failure and you can set it to automatically fail over to the Replica server, or use push-button failover 

instead.
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• With VMware SRM, when provisioning a VM from one machine to another, the image is cloned, so the new VM will 

have the same machine name and IP address as the failed VM. This works for failover, but introduces challenges 

when IT attempts to repair the problem that affected the Production VM. It makes it very difficult for IT to remotely 

access the Production VM to understand why it failed, troubleshoot the system, and restart the failed application.

• In Arcserve High Availability, failover occurs by redirecting the server traffic and users at the DNS server level. This 

means that no changes are made to any server configuration of the Production or Replica VMs during or after a 

failover. This also makes managing VMs off-site much easier because it is not necessary to create a virtual LAN 

to enable an IP address from your production subnet to work on the DR site (which is most likely on a different IP 

subnet).

• Data loss and corruption in a virtualized environment adds another level of challenge, typically because of the shared 

storage architecture that is used. If an application corrupts data, or a virus or malicious code makes changes to the 

data, no amount of provisioning between VMs will address the problem.

• Arcserve High Availability includes a Data Rewind feature to provide continuous data protection (CDP) that 

enables fast and easy rewind back to a known, good point in time before data loss or damage, such as a 

database checkpoint. Data Rewind complements any periodic backup solution and helps IT organizations to meet 

demanding recovery time objectives (RTOs) and recovery point objectives (RPOs), reducing data loss.

• Even the most virtualization-savvy businesses and organizations maintain physical server environments. While 

VMware solutions can be used on VMware servers, most organizations need to protect their physical servers too, and 

many are also using or investigating other virtualization solutions such as Microsoft Hyper-V and Citrix XenServer.

• As we mentioned above, Arcserve High Availability protects both physical and virtual servers—including VMware, 

Microsoft Hyper-V and Citrix XenServer.

• VMware offers only snapshot-based DR testing for its own high-availability solution.

• Arcserve High Availability includes Arcserve® Assured Recovery™ for automated, non-disruptive testing that 

covers both physical and all virtual environments. It may be scheduled for daily, weekly or even hourly lights-out 

recovery testing of the application data running on your Replica server or VM for disaster recovery. This process 

also offers integrated VSS Snapshot management, so you can perform application-consistent tape-based or disk-

based backups off the Replica server, avoiding impact to the production environment. 

Other differentiators include:

• Built-in 128-bit Secure Sockets Layer (SSL) encryption over the network without requiring a virtual private network 

(VPN) or IPSec tunnel.

• Replication options (continuous and scheduled) to balance network resources with the required level of protection.

• Offline synchronization to speed deployment and protection for large Windows-based data sets and databases.

• Group failover used when protecting groups of servers or server farms for applications such as SharePoint, Microsoft 

Dynamics CRM and websites. You can failover a group of servers together, even if only one server experiences 

trouble, to keep all component servers physically located together for application performance reasons.

• Multi-stream replication, which helps to speed the replication process over high-latency WANs.

• Amazon cloud (AWS/EC2) integration for Windows-based application and file server replication and failover using 

Amazon remote facilities and resources. Using the cloud can help you convert capital expenditure (CAPEX) to 

operational expenditure (OPEX) and reduce operation and maintenance requirements, while enabling better budget 

planning.
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Other Uses

Besides providing high availability for VMware environments, you can use Arcserve High Availability to help migrate 

data from older x86-based servers to newer x64-based servers, or from physical servers to virtual servers. Of 

course, you can use any virtualized server for the Replica servers to help reduce DR costs. With its push-button 

failover feature, you can also use Arcserve High Availability to manually failover to the Replica server to enable IT 

staff to perform hardware and/or software maintenance on the Production servers without disrupting the production 

environment.

Summary

At CA Technologies, we work with our partner VMware to ensure that our technologies integrate and provide even 

greater value to our joint customers when they are used together. Arcserve High Availability should be a core 

component of every virtualized server environment to deliver the system availability and data protection that most 

businesses and organizations demand today. And remember, Arcserve High Availability protects both physical and 

virtual servers.

Next Steps

To learn more about Arcserve High Availability, visit arcserve.com/highavailability. 

Try Arcserve High Availability for free at arcserve.com/software-trials.

Copyright © 2015 Arcserve (USA), LLC and its affiliates and subsidiaries. All rights reserved. All trademarks, Arcserve assumes no responsibility for the accuracy or completeness 

of the information. To the extent permitted by applicable law, Arcserve provides this document “as is” without trade names, service marks and logos referenced herein belong 

to their respective owners. This document is for your informational purposes only. Warranty of any kind, including, without limitation, any implied warranties of merchantability, 

fitness for a particular purpose, or non-infringement. In no event will Arcserve be liable for any loss or damage, direct or indirect, from the use of this document, including, 

without limitation, lost profits, business interruption, goodwill or lost data, even if Arcserve is expressly advised in advance of the possibility of such damage. 


